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Introduction

1
Privacy and liberty in the United States are at risk. A combination of lightning-fast technological innovation and the erosion of privacy protections threatens to transform Big Brother from an oft-cited but remote threat into a very real part of American life. We are at risk of turning into a Surveillance Society.

2
The explosion of computers, cameras, sensors, wireless communication, GPS, biometrics, and other technologies in just the last 10 years is feeding a surveillance monster that is growing silently in our

midst. Scarcely a month goes by in which we don’t read about some new high-tech way to invade people’s

privacy, from face recognition to implantable microchips, data-mining, DNA chips, and even “brain wave fingerprinting.” The fact is, there are no longer any technical barriers to the Big Brother

regime portrayed by George Orwell.

3
Even as this surveillance monster grows in power, we are weakening the legal chains that keep it

from trampling our lives. We should be responding to intrusive new technologies by building

stronger restraints to protect our privacy; instead, we are doing the opposite – loosening regulations

on government surveillance, watching passively as private surveillance grows unchecked, and contemplating the introduction of tremendously powerful new surveillance infrastructures that will tie all

this information together.

4
A gradual weakening of our privacy rights has been underway for decades, but many of the most startling developments have come in response to the terrorist attacks of September 11. But few of these hastily enacted measures are likely to increase our protection against terrorism. More often than not,

September 11 has been used as a pretext to loosen constraints that law enforcement has been chafing

under for years.

5
It doesn’t require some apocalyptic vision of American democracy being replaced by dictatorship to worry about a surveillance society. There is a lot of room for the United States to become a meaner,

less open and less just place without any radical change in government. All that’s required is the continued

construction of new surveillance technologies and the simultaneous erosion of privacy protections.

6 
It’s not hard to imagine how in the near future we might see scenarios like the following:
• An African-American man from the central city visits an affluent white suburb to attend a coworker’s

barbeque. Later that night, a crime takes place elsewhere in the neighborhood. The

police review surveillance camera images, use face recognition to identify the man, and pay him

a visit at home the next day. His trip to the suburbs where he “didn’t belong” has earned him an

interrogation from suspicious police.

• A tourist walking through an unfamiliar city happens upon a sex shop. She stops to gaze at several

curious items in the store’s window before moving along. Unbeknownst to her, the store has

set up the newly available “Customer Identification System,” which detects a signal being emitted

by a computer chip in her driver’s license and records her identity and the date, time, and

duration of her brief look inside the window. A week later, she gets a solicitation in the mail

mentioning her “visit” and embarrassing her in front of her family.
7
Such possibilities are only the tip of the iceberg. The media faithfully reports the latest surveillance egadgets and the latest moves to soften the rules on government spying, but rarely provides the big picture. That is unfortunate, because each new threat to our privacy is much more significant as part of the overall trend than it seems when viewed in isolation. When these monitoring technologies and techniques are combined, they can create a surveillance network far more powerful than any single one

would create on its own.

8
The good news is that these trends can be stopped. As the American people realize that each new development is part of this larger story, they will give more and more weight to protecting privacy, and support the measures we need to preserve our freedom.
[…]

9
If we do not take steps to control and regulate surveillance to bring it into conformity with our values, we will find ourselves being tracked, analyzed, profiled, and flagged in our daily lives to a degree we can scarcely imagine today. We will be forced into an impossible struggle to conform to the letter of every rule, law, and guideline, lest we create ammunition for enemies in the government or elsewhere.  Our transgressions will become permanent Scarlet Letters that follow us throughout our lives, visible to all and used by the government, landlords, employers, insurance companies and other powerful parties to increase their leverage over average people. Americans will not be able to engage in political protest or go about their daily lives without the constant awareness that we are – or could be – under surveillance. We will be forced to constantly ask of even the smallest action taken in public, “Will this make me look suspicious? Will this hurt my chances for future employment? Will this reduce my ability to get insurance?” The exercise of free speech will be chilled as Americans become conscious that their every word may be reported to the government by FBI infiltrators, suspicious

fellow citizens or an Internet Service Provider.

10
Many well-known commentators like Sun Microsystems CEO Scott McNealy have already pronounced privacy dead. The truth is that a surveillance society does loom over us, and privacy, while not yet dead, is on life support.

11
Heroic measures are required to save it.

12
Four main goals need to be attained to prevent this dark potential from being realized: a change in the terms of the debate, passage of comprehensive privacy laws, passage of new laws to regulate the powerful and invasive new technologies that have and will continue to appear, and a revival of the Fourth Amendment to the U.S. Constitution.

1. Changing the Terms of the Debate

13
In the public debates over every new surveillance technology, the forest too often gets lost for the trees, and we lose sight of the larger trend: the seemingly inexorable movement toward a surveillance society.  It will always be important to understand and publicly debate every new technology and every new technique for spying on people. But unless each new development is also understood as just one piece of the larger surveillance mosaic that is rapidly being constructed around us, Americans are not likely

to get excited about a given incremental loss of privacy like the tracking of cars through toll booths or the growing practice of tracking consumers’ supermarket purchases.

14
We are being confronted with fundamental choices about what sort of society we want to live in. But unless the terms of the debate are changed to focus on the forest instead of individual trees, too many Americans will never even recognize the choice we face, and a decision against preserving privacy will be made by default.

2. Comprehensive Privacy Laws

15
Although broad-based protections against government surveillance, such as the wiretap laws, are being weakened, at least they exist. But surveillance is increasingly being carried out by the private sector – frequently at the behest of government – and the laws protecting Americans against non-governmental privacy invasions are pitifully weak.

16
In contrast to the rest of the developed world, the U.S. has no strong, comprehensive law protecting privacy – only a patchwork of largely inadequate protections. For example, as a result of many legislators’ discomfort over the disclosure of Judge Robert Bork’s video rental choices during his Supreme Court confirmation battle, video records are now protected by a strong privacy law. Medical records are governed by a separate, far weaker law that allows for widespread access to extremely personal information. Financial data is governed by yet another “privacy” law – Gramm-Leach – which as we have seen really amounts to a license to share financial information.

Another law protects only the privacy of children under age 13 on the Internet. And layered on top of this sectoral approach to privacy by the federal government is a geographical patchwork of constitutional and statutory privacy protections in the states.

17
The patchwork approach to privacy is grossly inadequate. As invasive practices grow, Americans will face constant uncertainty about when and how these complex laws protect them, contributing to a pervasive sense of insecurity. With the glaring exception of the United States, every advanced industrialized nation in the world has enacted overarching privacy laws that protect citizens against private-sector abuses. When it comes to this fundamental human value, the U.S. is an outlaw nation. For example, the European Union bars companies from evading privacy rules by transferring personal information to other nations whose data-protection policies are “inadequate.” That is the kind of law that is usually applied to Third World countries, but the EU counts the United States in this category.

18
We need to develop a baseline of simple and clear privacy protections that crosses all sectors of our lives and give it the force of law. Only then can Americans act with a confident knowledge of when they can and cannot be monitored.

3. New Technologies and New Laws

19
The technologies of surveillance are developing at the speed of light, but the body of law that protects us is stuck back in the Stone Age. In the past, new technologies that threatened our privacy, such as telephone wiretapping, were assimilated over time into our society. The legal system had time to adapt and reinterpret existing laws, the political system had time to consider and enact new laws or regulations, and the culture had time to absorb the implications of the new technology for daily life. Today, however, change is happening so fast that none of this adaptation has time to take place – a problem

that is being intensified by the scramble to enact unexamined anti-terrorism measures. The result is a significant danger that surveillance practices will become entrenched in American life that would never be accepted if we had more time to digest them.
20
Since a comprehensive privacy law may never be passed in the U.S. – and certainly not in the near future – law and legal principles must be developed or adapted to rein in particular new technologies such as surveillance cameras, location-tracking devices, and biometrics. Surveillance cameras, for example, must be subject to force-of-law rules covering important details like when they will be used, how long images will be stored, and when and with whom they will be shared.

4. Reviving the Fourth Amendment

The right of the people to be secure in their persons, houses, papers, and

effects, against unreasonable searches and seizures, shall not be violated,

and no warrants shall issue, but upon probable cause, supported by oath

or affirmation, and particularly describing the place to be searched, and

the persons or things to be seized.

· Fourth Amendment to the U.S. Constitution

21
The Fourth Amendment, the primary Constitutional bulwark against Government invasion of our privacy, was a direct response to the British authorities’ use of “general warrants” to conduct broad searches of the rebellious colonists.

22
Historically, the courts have been slow to adapt the Fourth Amendment to the realities of developing technologies. It took almost 40 years for the U.S. Supreme Court to recognize that the Constitution applies to the wiretapping of telephone conversations.16

23
In recent years – in no small part as the result of the failed “war on drugs” – Fourth Amendment principles have been steadily eroding. The circumstances under which police and other government officials may conduct warrantless searches has been rapidly expanding. The courts have allowed for increased surveillance and searches on the nation’s highways and at our “borders” (the legal definition of which actually extends hundreds of miles inland from the actual border). And despite the Constitution’s plain language covering “persons” and “effects,” the courts have increasingly allowed for warrantless searches when we are outside of our homes and “in public.” Here the courts have increasingly found we have no “reasonable expectation” of privacy and that therefore the Fourth Amendment does not apply.

24
But like other Constitutional provisions, the Fourth Amendment needs to be understood in contemporary terms. New technologies are endowing the government with the 21st Century equivalent of Superman’s X-ray vision. Using everything from powerful video technologies that can literally see in the dark, to biometric identification techniques like face recognition, to “brain fingerprinting” that can purportedly read our thoughts, the government is now capable of conducting broad searches of our “persons and effects” while we are going about our daily lives – even while we are in “public.”

25
The Fourth Amendment is in desperate need of a revival. The reasonable expectation of privacy cannot be defined by the power that technology affords the government to spy on us. Since that power is increasingly limitless, the “reasonable expectation” standard will leave our privacy dead indeed.

But all is not yet lost. There is some reason for hope. In an important pre-9/11 case, Kyllo vs. U.S.,17 the Supreme Court held that the reasonable expectation of privacy could not be determined by the power of new technologies. In a remarkable opinion written by conservative Justice Antonin Scalia, the Court held that without a warrant the police could not use a new thermal imaging device that searches for heat sources to conduct what was the functional equivalent of a warrantless search for marijuana cultivation

in Danny Kyllo’s home.

26
The Court specifically declined to leave Kyllo “at the mercy of advancing technology.” While Kyllo involved a search of a home, it enunciates an important principle: the Fourth Amendment must adapt to new technologies. That principle can and should be expanded to general use. The Framers never expected the Constitution to be read exclusively in terms of the circumstances of 1791.

