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1
WHEN the news broke a week ago that a Princeton admissions officer had used the Social Security numbers of applicants to his school to view Yale University's Web site for admissions, privacy advocates were aghast not only at his act, but also at the Yale site's lack of security. 

2
In one online forum, Richard Wiggins, an author and information technology specialist at Michigan State University, noted that most businesses with online customer accounts have learned that Social Security numbers alone offer poor security, and issue personal identification numbers as well. 

3
It's odd that some colleges should be behind the curve in online security, since at many of them the student ID is a ''smart card'' that unlocks dorm doors, pays for meals at the commons and checks out books at the library, with each use providing a potential stream of data that can be used to track and monitor student activities. Health centers store medical data, and financial aid offices know each family's finances down to the penny. In addition, campuses, especially urban ones, bristle with security cameras. 

4
''The total surveillance society is happening in the dorms sooner than anywhere else,'' said Peter P. Swire, a law professor at Ohio State University who was the chief counselor for privacy in the Clinton administration's Office of Management and Budget. ''We don't have national ID cards, but we have student ID cards.'' 

5
The campus, then, is becoming a testing ground for the kinds of security measures that are being recommended for the rest of the nation. ''This is the laboratory for the future we want to have,'' Mr. Swire said. 

6
In fact, colleges have been dealing with student privacy issues for years, thanks to the Family Educational Right to Privacy Act of 1974, also known as the Buckley Amendment. That law requires schools to offer considerable, though not total, protection for the privacy of student records. 

7
Another law, the Health Insurance Portability and Accountability Act of 1996, mandates new privacy rules for medical records in campus health centers. 

8
Privacy can require a difficult balancing act from schools. Some institutions get into trouble when parents feel that they are protecting student privacy too much. The family of Elizabeth Shin, a former Massachusetts Institute of Technology student, has sued the school, claiming that it should have provided more information than it did about their daughter's mental state before she committed suicide by setting herself on fire in April 2000. 

9
Mary Burgan, the general secretary of the American Association of University Professors, said that schools are struggling with a number of urgent privacy issues: computerized data protection, identity theft and questions raised after Sept. 11 by such laws as the USA Patriot Act, which increases surveillance, and the Justice Department's proposed TIPS program, which would enlist Americans in reporting suspicious activities. 

10
''All of these issues now become extremely important,'' she said, ''and there are not many guidelines.'' 

11
Marc Rotenberg, the head of the Electronic Privacy Information Center, a Washington policy and advocacy group, said that those in higher education could learn from the example of the best-run businesses and government agencies, which have taken an important step: they have hired a chief privacy officer. 

12
''It's about time for universities to do what government and the private sector have spent the past five years doing,'' he said. 

13
The chief privacy officer's role varies from company to company, and individual officers may be more or less effective than others. But respected chief privacy officers like Harriet Pearson at I.B.M. work within their companies to ensure that privacy is, as many of them like to say, ''baked into'' everything the company does, whether that means designing new products with privacy in mind or designing a Web site so that it safeguards visitor information from the prying eyes of others. 

14
So far, only one school, the University of Pennsylvania, appears to have taken the step of appointing a chief privacy officer. In January, Lauren Steinfeld, a former privacy expert at the Office of Management and Budget, stepped up to the challenge. She said that the new rules under the health insurance laws have spurred many schools to reconsider the importance of privacy, but that the job is much bigger than that. 

15
''A lot of the battle is just getting out there and having discussions'' to ensure that good privacy and security practices are used throughout the campus, she said, including, yes, the admissions office. 

